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Thank You Trail of Bits



• Cofounder & CEO of Kolide. 

• Cyber Security Intelligence Analyst (GE, Mandiant, FireEye) 

• IT Admin/Support (University of ConnecMcut) 

• SoNware Engineer (Web applicaMons)

Who Am I?



Kolide is a security focused infrastructure analy4cs company. We 

specialize in collecMng and analyzing data from your organizaMon's 

devices to deliver acMonable insights through a thoughTul user 

experience. We answer all of your infrastructure quesMons, especially 

the ones you didn't think to ask.

About Kolide



What Are The QuesDons?

• Incident Response 

• Threat Hun4ng 

• Opera4ons 

• Business Risk 

• Compliance
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What Are The QuesDons?

• 10 - 10,000 employees 

• Sells B2B or B2C soJware 

• Lots of Engineers / Macs 

• Some Windows and Linux 

• Interna4onal Presence

Typical Compliance Seeker

“Fast Growing High-Tech 
Companies”



The Culture of Fast Growing High-Tech Companies



The InspiraDon - Lockheed MarDn Skunk Works
“Kelly” Johnson’s R&D Engineering Corps for Advanced AircraNs. 
Responsible for the U2, SR-71, F-117, F-22, and F-35 aircraNs.

Credited for formalizing what we call “rapid prototyping”

The Key ThemesKelly’s 14 Rules

• A 4mely wrong decision is be]er than no decision 

• Go with the decision of the engineer in-situ over a 
non-present authority. 

• Mutual trust between the people doing the work and 
the benefactors of that work.



The First Obstacle…

The Dreaded Vendor Security Assessment• Device Security 

• Disk Encryp4on 

• Turn off “high-risk” features 

• Customer Data Security 

• No customer data on devices 

• No unencrypted creden4als 

• Implied Solu4ons 

• MDM (Mac, iOS, Android) 

• Windows Group Policy



Preserve our 
important culture



Preserve our 
important culture



MAKE 
MONEY

Preserve our 
important culture



The SoluDon? Lock It Down!

Achieve complete compliance across known 
devices with the click of a bu]on.



The Reality…



Device Management 
Capabili4es

What is considered 
“Compliant”



The SoluDon? Surveillance

Become “All Knowing” by deploying an 
endpoint agent and log everything

Endpoint “Visibility”





The Hidden Costs Of Heavy Surveillance + Lock It Down
Sure you are “compliant” but…

• You are signaling you no longer 
trust your employees to manage 
their devices. 

• You are blocking your most 
produc4ve staff from gegng 
work done. 

• You are pushing your employees 
to do work on personal devices.



There Must Be Another Way!



Let’s design a system around our values
Our Values

• Transparency / Accountability 

• Educa4on / Personal Growth 

• Personal Responsibility

Our Requirements
• Keep our Customer’s Data Secure 

• Protect Our Intellectual IP 

• Pass Required Audits

Key System Traits

User Educa4on Over Enforcement. 

Trust Staff To Do What Is Right, But 

Verify They Did It. 

Respect For Personal Privacy Of 

Staff & Their Loved Ones. 

Transparent Monitoring That 

Explains The “What” and the “Why”.



User Focused Security



User Focused Security

h]ps://medium.com/neTlix-techblog/introducing-neTlix-
stethoscope-5f3c392368e3

The noMon of “User Focused Security” acknowledges that 
a]acks against corporate users (e.g., phishing, malware) are 

the primary mechanism leading to security incidents and 
data breaches, and it’s one of the core principles driving our 

approach to corporate informaMon security. It’s also 
reflec4ve of our philosophy that tools are only effec4ve 
when they consider the true context of people’s work.

https://medium.com/netflix-techblog/introducing-netflix-stethoscope-5f3c392368e3
https://medium.com/netflix-techblog/introducing-netflix-stethoscope-5f3c392368e3


GeneraDng Our Technical Requirements

Key System Traits
• User Educa4on Over Enforcement 

• Trust Users To Do What Is Right, But 
Verify It. 

• Respect For Personal Privacy Of 
Users & Their Loved Ones 

• Transparent Monitoring that explains 
the “what” and the “why”

Technical Requirement Checklist
Accurate informa4on about devices 
and people. 

An ac4onable communica4on medium 
to reach users. 

Ra4onale around endpoint collec4on 
that is visible to end-users 

A system to measure compliance and 
document remedia4on



GeneraDng Our Technical Requirements

Technical Requirement Checklist

Accurate informa4on about devices 
and people. 

An ac4onable communica4on medium 
to reach users. 

Ra4onale around endpoint collec4on 
that is visible to end-users 

A system to measure compliance and 
document remedia4on

We should rely on exis4ng solu4ons 
to meet these requirements

Requires custom engineering to meet 
your exact business requirements



Accurate InformaDon About Devices & People
Osquery
Pros: MulM-plaTorm, open source, lots of useful data relevant to our 
goals, wri]en in C++ so it’s “fast”.

Cons:
Very easy for a novice to absolutely wreck the perf 
of systems with too many expensive queries. 

Data accuracy is some4mes a problem  
ex: encrypMon status of SSH keys 

Capable of collecMng a lot of personal data that is 
out of scope for our needs. 

User has limited visibility that it is installed. 

Osquery does not capture all the data we need for 
successful User Focused Security. 

Conclusion:  
 
Nothing else comes close to 
our needs, so let’s miMgate 
the problems.



Osquery Problem MiDgaDons

Kolide Launcher
Open Source Osquery Manager that extends 
its funcMonality (fixes data quality issues).

Integrate External Sources
Other systems, like MDM and idenMty 
providers can provide valuable context

Audi4ng & Visibility
Onboarding flow that introduces user focused 
security, and visibility into what is being collected



An acDonable communicaDon medium to reach users

Email Desktop App Slack

Pros: Everyone has it

Cons:

• Nobody reads it 

• Hard to make acMonable

Pros: Customized to 
your exact needs

Cons:

• Requires installaMon 

• MulM-plaTorm is tough

👎 😐

• Most already have it 

• People sMll read it 

• Rich acMons/interacMon

Pros:

🤔



An acDonable communicaDon medium to reach users

Keys To Success With Slack
• Use an App/Bot, not webhooks. 

• Do not annoy your staff, at most ping 
them once a day. 

• Allow users to interact with the app by 
issuing it commands to get their latest 
status 

• Give users the tools to fix problems 

• Provide escala4on paths 

• Use it to distribute dependencies



An acDonable communicaDon medium to reach users



The anatomy of a good noDficaDon
Explain why the thing you are pinging 
them about is actually bad
Teach them how to fix the problem, do 
not do it for them.
Test messages with non-technical 
users, so you can reduce your biases
Provide a feedback loop and posi4ve 
re-enforcement



DistribuDng The Agent
Be]er to have the users install the agent themselves



Strategies for the stubborn
In our experience, there will be a populaMon of users that do not listen to the Slack app. 
More intrusive alerMng is not the answer as it has massive diminishing returns and these 
ceaseless alerts oNen get rolled out to everyone. 

h]ps://github.com/google/macops/tree/master/deprecaMon_noMfier

Examples of “intrusive alerMng”

h]ps://github.com/erikng/nudge (pictured)

https://github.com/google/macops/tree/master/deprecation_notifier
https://github.com/erikng/nudge


Strategies for the stubborn
Strategies we are currently experimenMng with (we do not have data on which ones are 
the most effecMve…yet)  

Lock them out of sensi4ve services
Expose device status to IDPs so they can revoke access to 
sensiMve data/apps if the user is not making an effort 

Manage their devices
Falling back to managing perpetually non-compliant devices via 
MDM soluMons can provide an incenMve to listen to the Slack app.

Give them a Scarlet Le]er
Overriding their status in Slack to brand them with a symbol that 
indicates they have major security failures, can be effecMve for people 
capable of feeling shame.



Closing Thoughts



Closing Thoughts

The key to User Focused Security is to have the right founda4onal 
culture (one that encourages personal responsibility).

Challenge your biases around management and surveillance 
against the skill of your employees and the likely threats you face. 
You will make some surprising discoveries about your 
assump4ons.

Involving your users with important ma]ers like security and 
compliance pays dividends down the road.



AddiDonal Reading
h]ps://blog.kolide.com/kolide-user-focused-security-for-teams-that-slack-
ec9646a0ce0e

h]ps://github.com/NeTlix-Skunkworks/stethoscope-app

h]ps://slackhq.com/how-we-handle-security-at-slack
 

h]ps://slack.engineering/distributed-security-alerMng-c89414c992d6

https://blog.kolide.com/kolide-user-focused-security-for-teams-that-slack-ec9646a0ce0e
https://blog.kolide.com/kolide-user-focused-security-for-teams-that-slack-ec9646a0ce0e
https://github.com/Netflix-Skunkworks/stethoscope-app
https://slackhq.com/how-we-handle-security-at-slack
https://slack.engineering/distributed-security-alerting-c89414c992d6
https://slack.engineering/distributed-security-alerting-c89414c992d6


Relevant Talks On Friday



Thank you!
Jason @ kolide.com 
github.com / terraca^a 
terraca^a @ osquery Slack  
twi]er.com / jmeller


